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TILAK MAHARASHTRA VIDYAPEETH, PUNE 
BACHELOR OF COMPUTER APPLICATIONS (B.C.A.)   

EXAMINATION : APRIL – MAY 2015 

FOURTH SEMESTER 
Sub : Cyber Security Level - I ( BCA-428)  

Date  : 16/05/2015 Total Marks :  80 Time: 2.00 pm to 5.00 pm 

 Instructions: 

1. All questions are compulsory unless and otherwise stated. 

2. Bold figures to the right of every question are the maximum marks for that question. 

3. Candidates are advised to attempt questions in order. 

4. Answers written illegibly are likely to be marked zero. 

5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 

6. Draw neat and labelled diagrams wherever necessary. 

 

Q.1. A) Fill in the blanks. (Solve any 5) (5) 

 1. Computer _______  is the collection of network hardware like LAN’s, MAN’s, 

WAN’s, routers, hubs, protocols etc 
 

 2. _______ means illegally accessing other's computer systems for destroying, 

disrupting or carrying out illegal activities on the network or on computer systems. 
 

 3. _______ works by exploiting a feature of the Internet Protocol called TTL, or Time to 

Live. 
 

 4. _______ hacking is one of the easiest and most common ways that hackers obtain 

from unauthorized computer or network access. 

 

 5. _______ Engineering is hacker-speak for tricking a person into revealing their 

password. 

 

 6. The use of software or hardware to record keystrokes as they’re being typed into the 

computer is called as _______. 
 

 7. _______  engineering refers to the creation of an improved system or product to 

the one originally analyzed. 

 

   

       B)  State True/False. (Solve any 5)  (5) 

 1. If one computer can forcibly start, stop, or control another one, the computers are not 

autonomous. 
 

 2. Cyber security involves protecting that information by preventing, detecting, and 

responding to different attacks. 
 

 3. Dumpster diving is the colloquial name for going through somebody's rubbish - which 

will usually be found in dumpsters for large organizations. 
 

 4. NSLOOKUP is a program to query Internet domain name servers.  

 5. The most traditional method of the development of a technology is referred to as 

reverse engineering. 
 

 6. Asymmetric-key cryptography refers to encryption methods in which both the sender 

and receiver share the same key 
 

 7. Worm works on client-server architecture.  

   

C)  Answer the following.  (Solve any 5) (10) 

 1. Define the following types of network; a) Broadcast Network   b) Point-to-Point 

network. 
 

 2. Differentiate between Hackers Vs Crackers.  

 3. What are the common types of social engineering?  

 4. Differentiate between Physical port & virtual port.  

 5. Explain the following Operating System Attacks; a) Shoulder surfing   b) Inference  

 6. Which stages are involved in Reverse Engineering?  

 7. Explain the working of following protocols; a) SMTP  b) Telnet  
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Q. 2. Answer the following in detail.  (Solve any 6) (30) 

 1. Explain in detail type of topologies used in computer network.  

 2. Define the term “Ethical Hacking”. Explain the classes of Hackers.  

 3. Explain the TCP Three way Handshake with diagram.  

 4. Explain the criteria to be followed while creating strong password creating policy.   

 5. Define the term Reverse Engineering. Explain the use of Reverse Engineering.  

 6. What is DoS attack? Explain any three types of DoS attacks.  

 7. Write a short note on Intrusion Detection system.  

 8. Explain the terminologies used in hacking.  

   

Q. 3. Answer the following in detail. (30) 

 1. Explain in detail OSI Layer Model.  

 2. Explain the different option used in Brute force attack in word file password recovery 

process. 
 

 3. What is malware? Explain any four types of malwares.  
_______________ 


